	Internet Explorer 7 and DoD PKI


A vital element of the Department of Defense (DoD) strategy is the use of a common, integrated DoD Public Key Infrastructure (PKI) to enable network security services throughout the enterprise.  PKI is significant in implementing the DoD Defense-in-Depth strategy to protect information assets.
Part of the PKI Infrastructure requires that DoD Root Certificates be installed.  If not installed, users will see the following certificate error with Internet Explorer 7.
 [image: image1.jpg]Cert

te Error: Navigation Blocked

lows Internet Explorer |_[5]x]
& - [ st amymi] = 42| ] fove seavcn |2
U & g conicats o Navigation Blocked | B - B - ® - [ Page - G Todks - 7

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority,

Security certificate problems may indicate an attempt to fool you or Intercept any data you
send to the server,

We recommend that you close this webpage and do not continue to this website,

® Click here to close this webpage.
& Continue to this website (not recommended).

© More information

Done

]




To install the Root Certificates, go to https://afpki.lackland.af.mil.  On the menu that runs horizontally across the top of the screen, choose Resources, then Downloads, then DoD Root Certificates, then, indented, select End User Installation.
If you need help, please contact your local Client Support Administrator (aka Workgroup Manager) or contact the AF PKI Help Desk at (210) 925-2521 (DSN 945-2521).
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